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6 KEPYBAHHSA TAM'ATTIO. HYACTUHA 2

6.1 Mera poboTtu

BuBunTH 0COOMMBOCTI 3aXUCTYy KPUTUYHHUX JTAHUX, BUKOPUCTAHHS TMHAMIYHOI Ta

KEIll rmam’sTi.

6.2 Xig pobotu

6.2.1 IlopiBHATH aNTOPUTMH 3aMIMICHHS CTOPIHOK (ONMTUMAaJIbHUN, TOMWHHUK,

LRU).

3aMilieHHsl CTOPIHOK - 1€ TPOIEC, SKUH BHUKOPHUCTOBYETHCS B OMNEpPALIMHUX

CUCTEMax JJisi KepyBaHHS BIpTYaJbHOIO MaM’ ATTIO, KOJIH (i3MIHOT TTaM’sIT1 HeJIOCTaTHbO.

Konmu motpibHa cTopiHKa, SIKOi HEMa€ B OMNEPATHMBHIN IMaM’ATi, omepalliiiHa cucTeMa

BUOUpA€E OJIHY 31 CTOPIHOK, IO BXKE 3HAXOMSATHCSA B IaM ATi, 1 3aMIHIOE i1 MOTPIOHOIO

CTOPIHKOIO.

CydacHi onepaniiiHi CUCTEMU BHKOPUCTOBYIOTh Pi3HI MiJXOAM ISl BU3HAYEHHS

CTOPIHOK, SIK1 MO>KHA 3aMICTHUTH.

Po3misiHeMo esiKl anropuT™MH 3aMILIEHHS CTOPIHOK:

a)

0)

ONTHUMAIIBHAA ~aJTOPUTM (TAaKOX BIIOMUN sK anroput™ bemami) —
TEOPETUYHUN aNTOPUTM, SKHM JOCsIrae HAWMEHIIOi KIJTBKOCTI IMPOMaxiB
CTOpiHOK. BiH mpairtoe, 3aMiHIOIOYH CTOPIHKY, SIKa HE Oy/1e BAKOPHUCTOBYBATHUCS
HAWOBIIMK TIepioag dYacy B MalOyTHROMY. Xoda Il aJIrOpuT™M €
ONTHUMAJIbHUM, BIH HE MOXe OyTH peayi30BaHUN Ha MPaKTHULl, OCKUIbKU
BUMAarae 3HaHHs MailOyTHBOI MOCIIJOBHOCTI 3BE€PHEHB JJO0 CTOPIHOK;

QITOPUTM TOAVMHHUK (TAaKOXK BIAOMHUN K QITOPUTM «IPYIrOro IIAHCY») —
30epirae CMCOK CTOPIHOK y TaM’siTi, KOXKHA 3 SKUX Ma€ OIT BUKOPHCTAHHS.
Komu BinOyBaeThcss mpomMax CTOPIHKM 1 TOTPIOHO 3aMIHUTH CTOPIHKY,
aJTOPUTM TIEpeBipsie OIT BUKOPUCTAHHSA MOTOYHOI CTOPIHKU, Ha AKY BKa3ye
MOKaXYHMK. Ko OIT BUKOPUCTAHHS JOPIBHIOE 1, BIH CKHUJAETHCS JI0
0, 1 TOKaXYMK TNEPEMINIYEThCA JO HACTYNMHOi cTopiHku. Llel mporec
MOBTOPIOETHCA JI0 TUX Mip, MOKUM HE Oylae 3HAMAEHO CTOPIHKY 3 OiTOM

BUKOPUCTAHHS, 110 JopiBHIOE 0, sika 1 3aMiHIOE€TbCS. Takuil Mmiaxia



3

HAJa€ <JIPYyTUi IIAHC» CTOpIHKaM, SKi HENIOJaBHO BHKOPUCTOBYBAJIHCS,
3arno0irarouy iXHbOMY IIBUJKOMY BUTICHEHHIO;

B) anroput™ LRU (Least Recently Used) — 3aMiHIOE CTOpIHKY, sika HaiijoBIlIE
HE BUKOpHCTOBYBanacs. BiH 0a3yerTbcs Ha MNPUNYILEHHI, L0 CTOPIHKH,
SIKI BUKOPUCTOBYBAJIMCS HEIIOAAaBHO, HMOBIPHO, OyIyTh BUKOPHUCTOBYBATHUCS
3HOBY B HaOMMK4oMy MailOyTHbOMY, a Ti, IO JABHO HE BUKOPHUCTOBYBAIHCH,
MarTh MEHIIY WMOBIPHICTh MOBTOPHOTO 3BepHeHHA. Jlns peamizamii LRU
HEOOX1HO BIJICTEKYBaTH 4ac OCTAHHBOTO 3BEPHEHHS 10 KOXKHOI CTOPIHKH
B mam’saTi. Konmu BuHMKae morpeba y 3amillieHHI, BUOMPAETHCS CTOPIHKA 3

HaﬁHaBHiHIHM 9aCOM OCTAHHBOI'O BUKOPHUCTAHHA.

] paging.cpp
int32_t paging::optimal_replacer::run(const std::vector<int32_t> &pages) {
int32_t faults = @;
std::vector<int32_t> frames;
frames.reserve(static_cast<size_t>(this—_frames));
for (size_t i : std::views::iota(size_t(8), pages.size())) {
int32_t p = pages[il;
if (std::find(frames.begin(), frames.end(), p) % frames.end())
continue;
++faults;
if (static_cast<int32_t>(frames.size()) < this—>_frames) {
frames.push_back(p);
} else {
int32_t idx_to_replace = 0;
size_t farthest = 8;
for (int32_t j : std::views::iota(®, this—_frames)) {
size_.t k =1 + 1;
while (k < pages.size() && pages[k] == frames[j])
++k;
size_t dist =
(k < pages.size() ? k : std::numeric_limits<size_t>::max());
if (dist > farthest) {
farthest = dist;
idx_to_replace = j;
$
}
frames[idx_to_replace] = p;
}

}
29 return faults;

30 }

Pucynok 6.1 — OnTuMasibHHI aITOPUTM 3aMIILIEHHS CTOPIHOK



o0 paging.cpp

int32_t paging::clock_replacer::run(const std::vector<int32_t> &pages) {

1
2 int32_t faults = 0;
3 struct entry {
4 int32_t page;
5 bool ref;
6 1
7 std::vector<entry> frames;
8 frames.reserve(static_cast<size_t>(this—>_frames));
9 int32_t hand = 8;
10
11 for (int32_t p : pages) {
12 bool hit = false;
13 for (auto & : frames) {
14 if (e.page = p) {
15 e.ref = true;
16 hit = true;
17 break;
18 }
19 }
20 if (hit)
21 continue;
22 ++faults;
23 if (static_cast<int32_t>(frames.size()) < this—>_frames) {
24 frames.push_back({p, true});
25 } else {
26 while (true) {
27 if (!frames[hand].ref) {
28 frames[hand] = {p, true};
29 hand = (hand + 1) % this—>_frames;
30 break;
31 }
32 frames[hand].ref = false;
518 hand = (hand + 1) % this—>_frames;
34 }
35 }
36 }
37 return faults;
38 }

PucyHok 6.2 — Anroputm 3aMillieHHsI CTOPIHOK «I OAMHHUKY



o paging.cpp

1 int32_t paging::1ru_replacer::run(const std::vector<int32_t> &pages) {
2 int32_t faults = 6;

3 std::vector<int32_t> frames;

4 std::unordered_map<int32_t, int32_t> last_used;

5 frames.reserve(static_cast<size_t>(this—>_frames));

6

7

8

for (int32_t i : std::views::iota(B, static_cast<int32_t>(pages.size()))) {
int32_t p = pages[i];
if (std::find(frames.begin(), frames.end(), p) # frames.end()) {
last_used[p] = i;
continue;
}
++faults;
if (static_cast<int32_t>(frames.size()) < this—>_frames) {
frames.push_back(p);
} else {
int32_t lru_page = frames[8];
int32_t min_idx = last_used[lru_page];
for (int32_t q : frames) {
if (last_used[q] < min_idx) {
min_idx = last_used[q];
lru_page = q;
}
}
auto it = std::find(frames.begin(), frames.end(), lru_page);
if (it # frames.end())
*it = p;
}

29 last_used[p] = i;
38 3

31 return faults;

32}

Pucynox 6.3 — Anroputm 3amimeHHs cTopiHOK « LRU»

[IporecTtyemo BCl aIrOpUTMU 13 OAHAKOBUMH TE€CTOBUMH JTAHUMH.

[ main.cpp
1 std::vector<int> pages = {7, 8, 1, 2, 8, 3, 8, 4, 2, 3, 8, 3};
2 int frames = 3;
3
4 paging::optimal_replacer opt(frames);

5 paging::clock_replacer clk(frames);

6 paging::1lru_replacer lru(frames);

7

8 std::println("Optimal faults: {3}", opt.run(pages));
9 std::println("Clock faults: {3}", clk.run(pages));
10 std::println("LRU faults: {3}", lru.run(pages));

Pucynok 6.4 — Kon TectyBaHHs anropuTMmiB



Optimal faults:

Clock faults:
LRU faults:

PucyHok 6.5 — Pe3ynbraTu TecTyBaHHS

Moxemo mobaduTH, M0 ONTHMATBHHIN aJITOPUTM TIOKA3y€ HAMKpAIIli pe3yJIbTaTH.

6.2.2 PeanmizyBaru anroput™ LRU nmns poGoTu 3 KemieMm s CTaHIAPTHHX

napameTpiB Kelry

KenryBaHHS - 1ie TexHiKa 30€peKEHHS 4aCTO BUKOPUCTOBYBAaHUX JIJAHUX Y ILIBUIIIIH
nam’siTi (Kemri) Juist 3MEHIIeHHs Jyacy aoctymny. OCKUIbKU Kell Mae 0OMEeKeHUN po3Mmip,
IpU MOro 3al0BHEHHI BUHUKAE NMOTpeda y BUSHAYEHHI TOTO, SIK1 JJaH1 CI1 BUAAIUTH TS

3BUILHEHHS MiCHH JJI4 HOBHX.

() cache.cpp

1 bool cache::1lru::access(uinté4_t address) {
uinté4_t line = (address > 6) % this—>_lines;
uinté4_t tag =
address > (6 + static_cast<uinté4_t>(std::log2(this—>_lines)));

auto &line_list = this—>_cache_lines[line];
auto &line_map = this—>_lookup[line];

auto it = line_map.find(tag);

if (it 5 line_map.end()) {
line_list.splice(line_list.begin(), line_list, it—>second);
line_map[tag] = line_list.begin();
return true;

3

if (static_cast<int32_t>(line_list.size()) = this—>_assoc) {
auto last = line_list.back();
line_map.erase(last.tag);
line_list.pop_back();

}

line_list.push_front({tag});
line_map[tag] = line_list.begin();
return false;

Pucynok 6.6 — Anroputm «LRU» 114 nocTyny 10 Kelry



o0 main.cpp

1 std::println("\nCache LRU Simulation:");

2 cache::1ru cache(128, 4);

3 std::vector<uinté4_t> addresses = {0x00008, Bx0040, BxBO3B, Ox0000,
4 0x0100, 8x0140, BxPAAB, 0x0200,
5 Bx0080, 0x8240, Bx8280, Bx0000};
6 int32_t hits = 6, misses = 0;

7 for (auto addr : addresses) {

8 if (cache.access(addr)) {

9 ++hits;

10 std::println("Address Ox{:x}:\t HIT", addr);

11 % else {

12 ++MiSSes;

13 std::println("Address @x{:x}:\t MISS", addr);

14 %

15 }

16 std::println("Hits: {}, Misses: {}\n", hits, misses);

Pucynoxk 6.7 — Kon tectyBanHs

Cache LRU Simulation:
Bx0: MISS
Bx40: MISS
Bx80: MISS
Bx0: HIT
Bx188:  MISS
Bx148:  MISS

Bx8: HIT
Bx288:  MISS
Bx88: HIT

Bx248:  MISS

Bx288:  MISS

Bx@: HIT
Hits: 4, Misses: 8

Pucynok 6.8 — Pe3ynbraru TecTyBaHHS
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6.2.3 PeanizyBaru (yHKIIIi BCTAaHOBJICHHS IMapoJit0 Ta IepeBipku mapointo. [lpu

ckJ1aianH1 QyHKIIHM 3a0e3neure Oe3nevHe 30epiraHHs MmapoJis.

besmneunicTs mapossi MOKHA BU3HAYUTH 32 4acOM, 110 MOTPiOEH AJiA WOTo 37amy.

Yuwm Oinbiie yacy HeoOX1IHO Ha 371aM, TUM O€3MEeUHIIUN Taposib.

Number of e — Upper and Numbers, Upper Numbers, Upper
Numbers Only Letters Lowercase and Lowercase and Lowercase
Characters Letters Letters Letters, Symbols
Instantly Instantly Instantly Instantly Instantly
Instantly Instantly Instantly Instantly Instantly
Instantly Instantly Instantly Instantly 24 mins
Instantly Instantly 3 hours 12 hours 1day

Instantly 43 mins 1 weeks 1T month 3 months
Instantly 18 hours 1year 5 yis 16 y&

Instantly 3 weeks VS@ 32ﬁearsl_‘< yea&
20 mins 1year _‘Zk )E& ZCﬁ( yea K
3 hours @{
1day  [W962Vears
2 weeks 25k years 26bn years
5 months _ 21bn years 298bn years 1tn years
4 years _ 1tn years 18tn years 128tn years
RISAYCEIS _ 57tn years 1qd years 9qd years

388 years 11bn years 2qd years 71qd years 631qd years

Pucynok 6.9 — Tabnu1isg BiAMOBIIHOCTI CKJIATHOCTI TAPOJIIO JI0 Yacy, 0 HeOOX1AHUI Ha

3J1aM

Kpurepii HagiiHOCTI Mapoiit0 3a3HaueHl B TAOJUIIl JIETalbHO OOTOBOPIOIOTHCS B
nocmimkenHl Hive Systems, sike oHoBmOoeThes KoxkeH pik nmounHarouu 3 2020 (https://

www.hivesystems.com/blog/are-your-passwords-in-the-green)

® password.cpp

sec::strength_t sec::manager::evaluate_strength(const sec::password &pwd) {
uint8_t score = 0;

if (has_lower(pwd)) ++score;
if (has_upper(pwd)) r+score;
if (has_digit(pwd)) ++score;
if (has_spec_symbol(pwd))  ++score;
if (pwd.view().size() = 8) ++score;

if (score = 8) score--;

uint8_t max_val = static_cast<uint8_t>(sec::strength_t::very_strong);
uint8_t idx = std::min(score, max_val);

return static_cast<sec::strength_t>(idx);

Pucynok 6.10 — ®yHk1ist nepeBipKy HaAIHHOCTI Tapois


https://www.hivesystems.com/blog/are-your-passwords-in-the-green
https://www.hivesystems.com/blog/are-your-passwords-in-the-green
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s 3a0esneuenHs Oe3meKkd mMmaposiss B MaMm STl MiJ Yac TellyBaHHA Oysio

Bukopuctano cranaaptai POSIX ¢ynxkuii «mlock» Ta «munlocky.

o locked_buffer.hpp

1 locked_buffer() {

2 this—>size_ = N * sizeof(T);

3 this—>ptr_ = static_cast<T *>(std::malloc(this—>size_));
4 if (1this—>ptr.)

5 throw std::bad_alloc();

6

7

8

if (mlock(this—>ptr_, this—>size_) = 8) {
std:: free(this—>ptr_);
throw std::runtime_error("mlock failed");

9 1}

18 }

11

12 ~locked_buffer() noexcept {

13 cleanse();

14 if (this—ptr.) {

15 munlock(this—>ptr_, this—>size_);
16 std:: free(this—>ptr_);

17 1}

18 }

Pucynok 6.11 — ®yHk1ii 6;10KyBaHHS Ta po30JI0KyBaHHS Mam’ sITi

Jlyis renryBaHHs mapoyito MU BuKopuctanu aiaroputm «SHA256» 13 6i0mioreku

«openssly», sika € cTaHAapTHUM BHOOPOM JIJIsi BCHOTO, IO TaK YM 1HAKIIE TMOB’SA3aHO 13

Kpunrorpadiero.

1
2
3
4
5
6
7
8
9

® password.cpp

std::string sec::manager::hash_password(const sec::password &owd) {
auto sv = pwd.view();
unsigned char hash[SHA256_DIGEST_LENGTH];
SHA256(reinterpret_cast<const unsigned char *>(sv.data()), sv.size(), hash);
std::ostringstream oss;

for (int32_t i : std::views::iota(B, SHA256_DIGEST_LENGTH)) {
0ss <« st X std::setw(2) <« std::setfill('e')

< st st<int32_t>(hash[i]);
}

return oss.str();

Pucynok 6.12 — ®@yHKuist renryBaHHS HapoJIo
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6.3 BucHoBku

[Tix gac manoi 1aboparopHOi pOOOTH MU BUBYMIIH OCOOJMBOCTI 3aXUCTY KPUTHIHUX

JTAHWUX, BUKOPUCTAHHS JUHAMIYHOI Ta KEIIl I1am’sITi.
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